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[bookmark: _Toc22301609]Annex C: Surveillance Plan
	SURVEILLANCE PLAN
ISO 22301:2019 AND ISO/IEC 27001:2022

	1: INITIAL AUDIT
2: SURVEILLANCE 1 AUDIT
3: SURVEILLANCE 2 AUDIT
4: RECERTIFICATION AUDIT
	PLAN

	
	1
(202X)
	2 
(202X)
	3
(202X)
	4
(202X)

	ISO 22301:2019 AND ISO/IEC 27001:2022 CLAUSES

	4 CONTEXT OF THE ORGANIZATION

	4.1
	UNDERSTANDING THE ORGANIZATION AND ITS CONTEXT
	
	
	
	

	4.2
	UNDERSTANDING THE NEEDS AND EXPECTATIONS OF INTERESTED PARTIES 
	
	
	
	

	4.3
	DETERMINING THE SCOPE OF THE INFORMATION SECURITY MANAGEMENT SYSTEM (ISMS)
	
	
	
	

	
	DETERMINING THE SCOPE OF THE BUSINESS CONTINUITY MANAGEMENT SYSTEM (BCMS)
	
	
	
	

	4.4
	INFORMATION SECURITY MANAGEMENT SYSTEM (ISMS)
	
	
	
	

	
	BUSINESS CONTINUITY MANAGEMENT SYSTEM (BCMS)
	
	
	
	

	5 LEADERSHIP

	5.1
	LEADERSHIP AND COMMITMENT
	
	
	
	

	5.2
	POLICY
	
	
	
	

	5.3
	ORGANIZATIONAL ROLES, RESPONSIBILITIES AND AUTHORITIES (ISMS)
	
	
	
	

	
	ROLES, RESPONSIBILITIES AND AUTHORITIES (BCMS)
	
	
	
	

	6 PLANNING

	6.1
	ACTIONS TO ADDRESS RISKS AND OPPORTUNITIES
	
	
	
	

	6.2
	OBJECTIVES AND PLANNING TO ACHIEVE THEM 
	
	
	
	

	6.3
	PLANNING OF CHANGES
	
	
	
	

	7 SUPPORT

	7.1
	RESOURCES 
	
	
	
	

	7.2
	COMPETENCE 
	
	
	
	

	7.3
	AWARENESS
	
	
	
	

	7.4
	COMMUNICATION
	
	
	
	

	7.5
	DOCUMENTED INFORMATION
	
	
	
	

	8 OPERATION

	8.1
	OPERATIONAL PLANNING AND CONTROL
	
	
	
	

	8.2
	INFORMATION SECURITY RISK ASSESSMENT (ISMS)
	
	
	
	

	
	BUSINESS IMPACT ANALYSIS AND RISK ASSESSMENT (BCMS)
	
	
	
	

	8.3
	INFORMATION SECURITY RISK TREATMENT (ISMS)
	
	
	
	

	
	BUSINESS CONTINUITY STRATEGIES AND SOLUTIONS (BCMS)
	
	
	
	

	8.4
	BUSINESS CONTINUITY PLANS AND PROCEDURES (BCMS)
	
	
	
	

	8.5
	EXERCISING PROGRAMME (BCMS)
	
	
	
	

	8.6
	EVALUATION OF BUSINESS CONTINUITY DOCUMENTATION AND CAPABILITIES
	
	
	
	

	9 PERFORMANCE EVALUATION

	9.1
	MONITORING, MEASUREMENT, ANALYSIS AND EVALUATION
	
	
	
	

	9.2
	INTERNAL AUDIT 
	
	
	
	

	9.3
	MANAGEMENT REVIEW
	
	
	
	

	10 IMPROVEMENT

	10.1
	CONTINUAL IMPROVEMENT
	
	
	
	

	10.2
	NONCONFORMITY AND CORRECTIVE ACTION
	
	
	
	

	CONTROL OBJECTIVES AND CONTROLS

	A.5
	ORGANIZATIONAL CONTROLS
	
	
	
	

	A.6
	PEOPLE CONTROLS
	
	
	
	

	A.7
	PHYSICAL CONTROLS
	
	
	
	

	A.8
	TECHNOLOGICAL CONTROLS
	
	
	
	

	11. ADDITIONAL REQUIREMENTS 

	
	USE OF LOGO
	
	
	
	

	
	LIST OF DOCUMENTS INCLUDED IN THE AUDITED MS
	
	
	
	

	NOTES AND COMMENTS:
	



FOR COMPLETED VISITS, MARK “X” IN THE BOX FOR EACH CLAUSE/PROCESS COVERED. 
FOR PLANNED VISITS, MARK “O” IN THE BOX FOR EACH CLAUSE/PROCESS TO BE COVERED.
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