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February Publication of the updated
15,2022 ISO/IEC 27002:2022

KEY CHANGES

Name changes to: Information security, cybersecurity
and privacy protection - Information security Controls

The number of controls was
“.\9 reduced from 114 to 93
0

1T NEW CONTROLS

A.5.7 Threat intelligence A.8.10 Information deletion

A.5.23 Information security for A.8.11 Data masking

use of cloud services :
A.8.12 Data leakage prevention

A.5.30 ICT readiness for

business continuity A.8.16 Monitoring activities
A7.4 Physical security monitoring A.8.23 Web filtering
A.8.9 Configuration management A.8.28 Secure coding

Zero controls have been deleted
and many were merged

Controls are grouped into 4 Themes:
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Introduction of| 5| Attributes

Control type

InfoSec properties
Cyber security concepts
Operational capabilities

Security domains

Easily upgrade to the ISO/IEC 27002:2022 standard with:

o Annex A — Using attributes

o Annex B - Correspondence of ISO/IEC 27002:2022
with ISO/IEC 27002:2013



