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Webinar Agenda

} Presentation

How to master the audit preparation process for
organizations seeking ISO/IEC 27001 and ISO 22301
certifications to achieve a smooth and successful
certification journey.

How an integrated approach strengthens the

information security and business continuity

} Q%gement systems.
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Background of
Speaker

Rinske Geerlings

Multi-award winning consultant, trainer and auditor in
Business Continuity (BCM), IT Management, Organisational
Resilience, Information Security, Crisis and Risk
Management

ISO 22301, ISO 27001, ISO 22361, ISO 22316 and ISO 31000
certified

Consulted for 20+ years to 100s of Government entities,
SMEs and larger corporates across Australasia, Africa,
FEurope and Latin America

Risk Consultant of the Year 2017 by RMIA (Australasia)
Outstanding Security Consultant of the Year 2019 Finalist
in the OSPAs

Australian Business Woman of the Year 2010-13 by BPW

(global NGO)
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M S E C B O MSECB Webinar

Let’s chat

Your biggest frustratio Your biggest frustration
when being audited as an auditor
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Content comparison
ISO 27001:2022 vs. ISO
22301:2019




INTERNATIONAL ISO
STANDARD 22301

Second edition
2019-10

Security and resilience — Business
continuity management systems —
Requirements

Sécurité et résilience — Systémes de management de la continuité
d'activité — Exigences

INTERNATIONAL ISO/IEC
STANDARD 27001

Third edition
2022-10

Information security, cybersecurity
and privacy protection — Information
security management systems —
Requirements

Sécurité de l'information, cybersécurité et protection de la vie

privée — Systémes de management de la sécurité de l'information —
Exigences



Methodological

framework

BCMS

ISMS
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1. PLAN

Thne organization and its
context

CMS scope

Leadership and
commitment

Business continuity poicy
Risks, opportunities, and
business continuity

objectves

Supoort forthe BCMS

. Define and establish

hitiaton of the IEMS
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Undarstanang the
organzation and 45 context

ISMS scope

Leadership and proed
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Secunty poicy

Rigk manapomant

Staement of Appbcabity

implementation

2.D0
o Riskassessment
& Businessimpact analysis
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2 Business continuity
sirategies and solutions

% Busness continuity plans
™ and procedures
3 Exercise programs
o Evalustion of business
o continuity documentation
and capabilities

2. implementand operate
v Dooumentod iffarmation
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3. CHECK

Montonng. measurement,
analysis, and svaluation

Infernal audit

Management review

3. Monitorand review
Monitoring,

maasurament, analysis, and
eviuabon

Inkernal avad

Management
rewew
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4.ACT

Traatment of
nenconformities

Continual improvement

4, Maintain and improve

Treatment of
nonconformities

42 41
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Opportunities for
efficiency/alignment
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Staement of Appbcabity




Opportunities for

efficiency/alignment
Examlp]_e — Fnxri ranmant+ analywradi e

IS0 2230 Analyzing the Internal and External Environment

Practical advice

O |SD 223D1 does not have a practical approach explaining how to analyze the context of an organization. As such,
organizations are free to choose any approach that they deem most appropriate in their context

O There are many approaches that help n understanding how an organization functions. When adopting an approach,
it is mportant to identify the characteristios of interral and external factors that infiuence an organization's mission
main activities, interested parties, el

Political Economic Social Technological

External environment
S Strengths O Opportunities

Micro-environment

W  Weakresses T Threats
Macro-environment

ISO 27001 Analyze the Internal and External Environment

Practical advice

Consdering that ISC/IEC 27001 does not ofer any practical appraach to analyze the comext of an arganization, the
organization is free to cheose the tools & deems most appropriate

Several melhodologies that help in understanding how an organization funclions exist

The important thing is to identfy the charactensiics of internal and external factors that will influence risk
managemert mission, main aclivities, interested parties, et

[E Folitical E | Economic @ Social Technological
External environment

Micro-environment

B Strengths Weaknesses
n Opportunities Threats

-~ 0O=sw

Macro-environment




Both BCMS
and ISMS aim
to protect
the Crown
Jewels
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Opportunities for
efficiency/alignment
Example: Risk-based approach

ISO 22301

ISO 27001

Requirements for Risk Assessment

ISO 22301, clause 8.2.3 and 1SO 22313, clause 8.2.3

The organization shall implement and maintain a nisk assessment process

The organization shall:

a) identify the risks of disruption lo the organization’s priontized activities and to their required resources,
G, analyze and evaiuate the dentined risks

c) determine which risks require treatment

The purpase of the risk assessment Is 1o enable the organization o assess the nsks of prioritized aclivities
being disrupted so that it can take approprigle action fo adaress these risks

ISO/IEC 27001 Requirements

ISO/IEC 27001, clause 6.1.2
The organization shall define and apply an Iinformation security risk assessment process
that:
) establishes and maintfains information security risk cnteria;
ensures that repeated Information securily risk assessments produce consistent, valld
and comparable results,
| ideniifies the information security risks;
analyses the information security risks;
evalualtes the information securily risks.

A=
Az




Benefits of supporting a
technical expert on the audit




Opportunities for
efficiency/alignment
Examlple : Awareness proarammes

ISO 2230 Awareness Programs

An awareness program allows organizations tof®

-

© Raise awareness about the mpact of disruptions and
the necessary steps to prepare for, respondto, and
recover from them, among other aspects

© Ensure consistency in business continuity practices

© Contribute to the dissemination and implementation of
buginess continuity policies, guidetines, and procedures

Fasy An employee who IS neither aware nor trained
A represents a potential risk

ISO 27001 Awareness Program

An awareness program allows the organization to:

- Raise awareness regarding information security threats and how to protect from
potential risks

« Ensure consistency in information security practices

« Contribute to the dissemination and implementation of its policies, guidelines, and
procedures

( An employee who is neither aware nor trained represents a potential risk.




Opportunities for efficiency
Example: Documentation

Common structure of ISO standards

REGUIREMENTS 0004:2015 57301201 Sroovase’ 20002022 223082000
Leadership and commitment 51 51 5.1 51 5.1
Policy 5.2 5.2 5.2 5.2 52
Objectives 6.2 6.2 6.2 6.2 6.2
Documented information 7.5 7.5 7.5 75 7.5
Internal audit 9.2 9.2 9.2 9.2 9.2
Management review 93 9.3 9.3 9.3 9.3

Continual improvement 10.3 101 10.1 10.1 10.2




Questions. ..

* Are your documents easily findable?

* What 1f a new version of a standard comes
out?

* Quantity vs. Quality?
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Benefits of a pre-audit
before being thrown 1nto the
Lions’ Den
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rinskeg@businessasusual.com.au

ﬁm Rinske Geerlings



Thank you for your
attention!

Stay updated!

+1 (450) 328-1227

www.msecb.com
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